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Abstract: The aim of the presented study is to conceptualize and regulate the meaning of the term social cyberde-
viation. The analysis carried out in the first part was based on the etymological and inductive methods, as well as
contextual analysis with the definitions of cross-border cybercrime. To achieve the aim of the work and indicate
the contents of the concept, it turned out to be necessary to determine whether it is possible to indicate the exis-
tence of standards among the online virtual community that are recognized by most of its members. The nominal
definition of cyberdeviation as a violation of the norms prevailing in the virtual community is the starting point
for the second part of the article, the purpose of which is to classify activities that violate the norms in cyberspace.
The gradation of behavior indicates that the situations on the Internet are: low-intensity activities that focus pri-
marily on social norms, not legal norms; medium intensity, where the criterion is a violation of a legal norm; high
intensity acts that are legally penalized nor accepted in the entire community, which clearly violate social norms.
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Introduction

In 2022, 62.5 percent of the world’s population had access to the Internet. 4.95 billion
people use the global network, with 350 million more people added during the year (Global
Digital Report 2022). The constant development shows that the Internet is a vehicle of
civilizational change in the modern world. Even the industrial revolution did not have such
a significant impact on the everyday life of man and the evolution of social structure as
modern progress in technology and IT. Cyberspace is a place where, from the turn of
the 20th and 21st centuries, a new virtual society is being created, and the Internet itself
has permanently changed humanity (Castells 2001, 2004). Its development has launched
a new research field in other areas of science. The technological dimension is naturally
the domain of IT specialists, but it is also a challenge for lawyers—where it is essential to
establish the norms of national and international law (see Akdeniz 2016; Svantesson 2016;
Savin 2020; Hörnle 2021)—as well as for political scientists, defining the relations between
the power of the citizen and the development of the Internet (see Rydlewski 2021) or
sociologists (see Jemielniak 2019). The Internet is an immanent part of modern human life.
However, it is sometimes used in an undesirable way. With the development of the Internet,
the phenomena observed in everyday life are transferred. Unfortunately, this includes
those of a negative nature, which, in the language of science, are associated with the
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concept of social evil. Among the scientific disciplines that examine significantly harmful
social phenomena, four basic research directions have developed: social pathology, social
disorganization, deviation, and social stigma (Cygielska 1976). These terms, although
synonymous, draw attention to various accents of the same phenomenon (Podgórecki
1969). All of the above are directly related to the violation of social norms and values
(Pospiszyl 2009). The central category for the presented study is the concept of deviation,
which can be defined in two ways—legally and socially—and associated in the field of
science with criminology and sociology.

The presented study analyzes social evil on the Internet from a sociological perspective
and has theoretical aspirations as well as methodological. Its initial objective is to
conceptualize the concept of cyberdeviation based on “classical” theories of deviation.
The presented multidimensional analysis of the meaning of the concept and the attempted
explication are intended to be an introduction to further empirical studies. The analysis
of existing materials and original studies indicates that the literature lacks a semantic
cluster that would explain the importance of social deviations on the Internet. Hence,
to establish the meaning of the term, the theoretical reflection should be as precise and
standardized as possible. The scope of the term will be determined via the etymological
and inductive methods as well as contextual analysis limited to the intersection definition—
cybercrime (Pawłowski 1978; Mider 2013). The conclusion of the considerations will be
to propose a definition of a nominal nature, which will establish the meaning of the term
“cyberdeviation” (Mayntz et al. [1969] 1985). In the second part, the author attempts to
create a classification of deviant behaviors in the gradation-vertical approach. There are
two ways of classifying deviant behavior in sociological works. The first is related to an
exhaustive enumeration of types of behavior that are considered deviant. This may lead
to the creation of a specific catalog of deviant behaviors, which will be helpful in further
conceptual work. The formulation of such a catalog is based on subjective assessments of
the researcher and includes behaviors that the researcher considered violating certain norms
adopted in each society.1 The second way of distinguishing deviant behaviors consists in
classifying a given behavior as deviation provided that this behavior is found not to comply
with the behavioral patterns, values, norms, social order, standards, social goals, and rules
expected by society (Macharski and Gizbert-Studnicki 1975).

Social Pathologies as a Threat in the Space of Security:
an Outline of a Literature Review

Behavior of a pathological nature: (1) violates the applicable social norms, (2) is contrary
to the generally accepted system of values, (3) is destructive in nature, the consequence
of which is social harm, (4) requires taking organized actions aimed at counteracting and
responding to and the elimination of the effects of their appearance in public space. In
the 21st century, there is a significant increase in interest in the issues of behavior and
pathological phenomena, both in theoretical and empirical dimensions (see, e.g., Salakhova
et al. 2016; De Souza 2017; Hirvonen 2018; Laitinen and Särkelä 2019; Thompson 2019;

1 Understanding Society—Internet Society presented in the further part of the paper.
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Jacobsen and Nørup 2020). Successive authors focus on conducting empirical research
aimed at learning about: (1) the essence of pathological phenomena (Messas and Tamelini
2018; Pawłowski et al. 2019; Wites 2019; Has et al. 2020; Gerasimoski 2021), (2) the
causes of and the factors that determine them (Nomokonov 2017; Shatyr et al. 2017; Ortega-
Esquembre 2020; Cover 2020), (3) conduct preventive activities (Liba 2008; Ahmadi and
Branch 2011; Button and Marsh 2019), (4) quantity and degree of intensity (Percival and
Currin-Percival 2013; Koretsky and Steshich 2019; Weber et al. 2020). The concept of
“social pathology” is often combined with the concept of social deviation, which will
be discussed later in the work. Deviation in the sociological sense is most often treated
as: behavior considered by society to differ in meaning from the average behavior of
a given group, i.e., from the norm expected in each situation under given conditions (Ruch,
Zimbardo 1971). Research on deviations from social norms on the Internet, which is the
subject of interest in this study, is becoming more and more popular.

Analysis of the Concept of Cyberdeviation

The first step of the considerations is an etymological analysis of the concept of
cyberdeviation to establish the relationship of individual parts of the word, as well
as to find the meaning for each of the elements from which they were created. The
concept itself is a derivative—a complex unit with a two-part structure. The word
prefix “cyber” is derived from cybernetics (Greek: Kybernetes). The term was borrowed
from Greek, where it meant proficiency in the art of steering. The original meaning
of the concept—the art of governance—was developed in a philosophical essay—Essai
sur la philosophie des sciences, or exposition analytique d’une classification naturelle
de toutes les connaissances humaines (Ampere 1856). The creator of cybernetics as
an independent scientific discipline is the mathematician Norbert Wiener in his work
Cybernetics or Control and Communication in the Animal and Machine (1948), where
the title itself can be treated as the first definition of the concept. Cybernetics is
applicable to systems where the flow of information forms a closed circle. Hence, in broad
terms, it means the study of control systems implemented in living nature, technology,
and society, and the transfer of information within these systems. The prefix “cyber”
imposes meaning associations with information and its flow, and the management of
this process. Its present universal significance was acquired thanks to the development
of science-fiction literature and the further increase in the importance of the Internet.
In the sociolect of the Internet, the prefix “cyber” is used when a given phenomenon is
observed in a virtual, paraphysical space created by new technologies (Siwicki 2013).
For the first time in relation to virtual space, the prefix “cyber” was used by William
Gibson, who wrote about cyberspace in Burning Chrome (1982) and later introduced the
term ”consensual haullucination” (1984) in Neuromencer. Cyberspace is understood as
interconnected infrastructure networks of information technologies, including the Internet,
telecommunications networks, computer systems, and systems that manage production and
control processes, by means of which users from all over the world can communicate and
cooperate with each other (Force 2017).
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The word formation basis of the analyzed concept is deviation (Latin devio—I go out of
the way). The term originates from Emile Durkheim’s theory of anomie. The development
of subsequent research perspectives on the issue of deviation took place in the 20th century.
The following forms were then established and developed: functional and structural theory,
theory of social control, and social reaction. The first, primary in relation to the others, is
the functional-structural orientation. It is related to the process of growing up, reference
groups, and society itself, which, according to theoreticians, creates behaviors inconsistent
with accepted norms. Researchers look for causes of breaking norms in the structure and
functions of society. The key to understanding the essence of deviation in this approach is
to explain the ambiguous concept of anomie, which can be understood both as the objective
state of society, the mental position of an individual, or as behavioral reactions to the
dysfunction of society. In broadly descriptive terms, this will mean the lack of a state of
norms that would be appropriate for the entire socio–cultural structure (Durkheim [1897]
1967). On the other hand, the narrow meaning indicates that an anomy is a disturbance
in the regulations between individual functions of the elements of the entire social system,
which means that social solidarity is not created because of the division of labor (Durkheim
1911/1960). According to Robert King Merton, anomie means the breakdown of a specific
cultural structure that occurs where there is a discrepancy between culturally defined goals
and the means of achieving them that are available in each social group (1968/2002).

The second trend—social control—assumes that deviant behavior is a consequence of
its lacking. Theorists (e.g., Hirschi 1969; Zamecka 1987) point out that deviation is made
possible by a dysfunctional society that is unable to prevent deviation from arising. The
weakening of the social power over an individual contributes to the rise and development
of the individual. The theory of control emphasizes the importance of external and internal
forces, keeping the individual within a state of conformity to the norms. The weakness or
breakdown of control mechanisms increases the possibility that the individual will become
deviant (Welcz 1985). The first and central assumption of the theory of social control is the
claim that man is an immoral being. The second assumption is the belief that conformism,
and not deviation, should be explained. The third common point of any theory of social
control is the belief that there are no forces that motivate people to deviate, because these
tendencies are natural. Theorists also assume that within each community there is only one
unified system of values and one system of behavioral norms regulating the implementation
of these values (Siemaszko 1993). Therefore, social control protects social cohesion, order,
and the normative system adopted in the community.

The third leading trend explicitly recognizes that there are unambiguous regulations
that define deviant behavior. The theory of social stigma is related to the social reaction to
behavior considered to be deviant. It is one of the most important perspectives included in
the interactionist trend. The theory of social stigma is sometimes called labeling theory or
stigma theory. The theoretical assumptions of this trend were formulated by Edwin Lemert,
who considered social and cultural forces to be the main source of deviation. According to
him, the deviant behavior of an individual and his status as a deviant matures within a social
and cultural organization that society describes as pathological. In this case, the individual
cannot categorize certain activities as appropriate or not. Lemert distinguishes two types
of deviation: primary (behavior that violates the norm randomly and has no significant im-
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pact on the identity of the individual) and secondary (behavior that significantly violates
the norm, and the deviant’s etiquette becomes the basis of the individual’s identity) (Lemert
1951). In the case of secondary deviation, we observe stigma, which is a strong negative
view that significantly changes the way a person perceives himself. Such a stigma becomes
a feature that places an individual within a specific framework of behaviors assigned to him
in a permanent, unchanging manner (Goffman 1963/2009). In Lemert’s concept, an individ-
ual passively receives stimuli from the environment and has no possibility of defense against
deviant labels. These thoughts were further developed by Howard Becker, who based his
considerations on social reaction as the cause of deviation. In his opinion, the essence of
deviant behavior consists in the fact that certain social groups create deviation by estab-
lishing rules (norms) whose violation is a sign of deviation. The standards set apply to all
members of the community, and those who do not adapt become outsiders (1963). From the
perspective of Howard Becker, deviation is not a qualitative feature of an act of behavior,
but rather a consequence of others behavior towards the perpetrator of norms and sanctions.
Such an interpretation changes the focus, and deviation is no longer an action, but a con-
sequence of other people applying rules and sanctions to the deviant. The deviant in this
case is the unit to which the label will be assigned. The deviation behavior will be marked
as such by people. Therefore, the reaction of society to the observed behavior is crucial.

The above review of definitions shows the diverse scope and content of the concept
of deviation. The criterion for identifying a phenomenon and behavior as deviant is the
generally understood norm, which is understood as a rule or regulation (Ossowska 1966).
The norm in a broad sense is social and legal; hence, the concept of deviation is of inter-
est to at least two disciplines of science: criminology and sociology. Criminology studies
behavior that explicitly violates the criminal law. Therefore, criminologists will be inter-
ested in methods that determine the level of crime, trends within categories of crime, and
strategies to combat it. Sociologists, on the other hand, use the research of criminologists
to study deviations from the norm in a broader sense. The sociology of deviation also seeks
to determine why a given behavior violates the norm, i.e., the basic predicate of social life.
From a sociological perspective, the concept of deviation will refer to individual behavior
and group activities. Deviation researchers pay attention to social power, and when exam-
ining deviations, one should bear in mind what standards are being discussed (Giddens
2001/2004). It should be noted that the standards may differ from each other due to the cul-
tural background. Understanding deviation as a violation or deviation from the norms in
force in each group or society usually coexists with assigning an objective character to both
these norms and deviations. Apart from the ontological status of the subject of research,
two states of social organization can be distinguished in everyday social life: the state of
normality and the state of abnormality. Thus, to simplify, deviation will mean the violation
of a certain norm, which is associated with the emergence of a state of abnormality.

In the axiological sense, when the term “norm” is used in relation to the Internet, it is
necessary to decide whether it is possible to indicate any norms prevailing in cyberspace.
The concept of “netiquette,” that is, a set of rules in a virtual community, may be
helpful in trying to define such norms. The internet ethics code arises spontaneously
and is created by internet users for others. Netiquette is heterogeneous. Hence, in the
sociolect of the Internet, netiquette is point to, which differ from each other due to:
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content, form, level of detail, recipients, or the range of impact of solutions. Despite the
differences, it should be emphasized that the normative and regulatory core refers to the
most generalized principles of social co-existence and remains constant for each netiquette.
The first netiquette is a document by Arlande H. Rinaldi of Florida Atlantic University—
The Web. User guidelines and rules of etiquette (Pręgowski 2012). Since the publication
of the Rinaldi label, hundreds of documents have been written, known as netiquette. It is
impossible to reach a consensus for all internet users as to the rules prevailing in cyberspace,
but it is necessary to identify the “point of agreement,” i.e. actions taken in the virtual space,
which in quantitative terms are not accepted by most of the virtual community.

Understanding the deviation or spread of behavior that violates the norms in each
community, based on theoretical considerations in relation to cyberspace, implies the need
to ask whether such a community also exists on the Internet? The dichotomous division
between Gesselschaft-Gemeinschaft created by Ferdinand Toennies (1912) is presented as
classic for community research. This typology concerns both the historical dimension of
societies and various types of bond within a society. The classical arrangements became
obsolete when cyberspace began to develop intensively. The dynamics of development
forced the necessity to conceptualize the definition of a virtual community. The forerunner
of research in this field is Howard Rheingold, who defined the virtual community as a group
of people who may or may not meet face-to-face and who exchange words and ideas via
the keyboard and the web (1993). However, he did not distinguish between activities in the
virtual and real world. Barry Wellman and Milena Gulia (1999) took up reflection on the
virtual community a few years later. Among the important questions that they formulated
in their work, it seems to be important about relationships established and then observed
online? Among the predicates that allow for the development of a virtual community, they
distinguished: a sense of intimacy and uniqueness, voluntary commitment, a desire for
companionship, interests, a multitude of relationships that can be maintained for a long
period of time, a sense of reciprocity of relationships. Mark Smith distinguished five
features of the virtual community that distinguish it from an actual community in the
real world, namely: nonspatiality, asynchronicity, acaterality, astigmaticity, and anonymity
(1992). Two extreme positions are confronted in the discussion on virtual communities.
One posits that the virtual community is a new separate community of people with
common goals, interests, or shared knowledge (Szpunar 2004; Pańkowska 2007). The
second characterizes a virtual community as a “pseudo-community”. In this case, there is
no community in the classical sense. However, even a conservative approach emphasizing
a community of interests and lifestyles gives a subjective feeling that an individual belongs
to a separate community. Dominant in quantitative terms is the modernist/dynamic attitude,
indicating that a new type of community has emerged in cyberspace, completely dependent
on technical infrastructure. Interestingly, people who would never meet in the real-world
bond in cyberspace, and this connection is sometimes stronger than in primary reference
groups and with established systems of norms.

On a normative basis, activities that violate the norms in an online community should
be considered a cybercrime, which is a concept that intersects with the term cyberdeviation.
The term “cybercrime” was spread by the so-called Lyon Group, operating within the
G8, tasked with carrying out analytical work on new forms of crime (Adamski 2000).
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Due to numerous terminological doubts, cybercrime is still not specified in the criminal
codes of many countries. It is impossible to define unambiguously all the qualities of the
term because this type of crime is constantly evolving, which is a consequence of the
development of technology. Therefore, it is easier to indicate important features, which
include: immaterial nature, lack of defined geographical boundaries, decentralized actions
of perpetrators, lack of one control and supervision center over its entirety, fluid and plastic
nature, universal availability, processing, and computing in real time (Nowak 2010). In the
1960s, when there was a need to specify the factors that would define this problem, terms
such as computer crime or computer-related crimes were used more often. In the first phase,
these terms were understood in two ways. On the one hand, the computer was the object
or environment of the attack. In other terms, the term Internet crime was used to describe
crimes committed by people with advanced IT skills (Siwicki 2013). The term computer
crimes gained importance in the 1970s and 1980s, and Crime by Computer (Parker 1976)
is considered the most famous work created at that time.

In the early years of the Internet, some authors also argued that cybercrime should be
considered a subcategory of computer crime, which they consider any type of crime com-
mitted via the Internet or other networks. Computers and computer networks, they argued,
could be used to commit crimes in several ways (Shinder 2002). However, this position
has become obsolete and remains a minority one. It is characteristic of the first generation
of cybercrime development, which David Wall defines as the use of computers for crim-
inal activities. In the second generation, information networks are used to carry out acts
of cybercrime. The third assumes the advanced use of technological possibilities of infor-
mation and communication networks (Wall 2007). The very concept of “computer crime”
is very imprecise and should be treated more as a slogan than as a definition of a specific
type of criminal activity (Jakubski 1996). Due to the development of modern technologies,
computer crime has become too general a category. The omnipresence of modern technolo-
gies in every area of society’s life means that defining the phenomenon only through the
computer as a tool has simply become nontransparent, because the relationship between
this form of crime and the Information and Communication Technology sector has become
more and more visible. Therefore, institutions such as the Council of Europe, the United Na-
tions, and individual researchers regard cybercrime as a separate category. In the Council of
Europe Convention of 2001—Council of Europe Convention on Cybercrime, there are pro-
visions ordering the prosecution of crimes against the confidentiality, integrity, and avail-
ability of data and computer systems (Council of Europe 2001). Furthermore, the ratifying
countries agreed to adapt their legislation. It has become obligatory to introduce solutions
that will be recognized as a crime action that interfere with the data stored on the computer,
resulting in the loss of intellectual property. Furthermore, by introducing laws, states cre-
ated regulations that would prevent the dissemination of pornography involving minors. Its
provisions were supplemented by the Additional Protocol (Council of Europe 2003), which
contained provisions obliging the countries of the parties to introduce provisions prohibit-
ing the spread of racial hatred and xenophobic content in cyberspace (Białoskórski 2011).

From the classification and ordering perspective, the definition developed during the
10th United Nations Congress on the Prevention of Crime and the Treatment of Offenders
seems to be more useful. At that time, a division was proposed: cybercrime in the narrow
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sense and cybercrime in the broad sense. This division was created on the basis of
previous experiences. Back in the 1990s, the Federal Bureau of Investigation (FBI) defined
cybercrime as any activity in which a computer or computer network is a tool, object,
or environment of criminal activity (Siwicki 2013). The issue of cybercrime was also
discussed by the institutions of the European Union. The response to threats arising in
cyberspace is to be a joint communication of the European Parliament, the European
Council, the European Economic and Social Committee and the Committee of the Regions,
which is referred to as the Cyber Security Strategy of the European Union: open, safe, and
protected cyberspace. In a document issued on February 7, 2013, we read: the Community’s
economy has been repeatedly the victim of cybercrimes committed both against the private
sector and individuals. In these communications, the term cybercrime refers to a wide
range of different types of criminal activity for which computers and information systems
constitute the primary criminal tool or are the primary target of the criminal activity.
Cybercrime includes traditional crimes (for example, fraud, forgery, and identity theft),
content-related crimes (online distribution of child pornography or incitement to racial
hatred) and crimes specific to computers and information systems (attacks on information
systems, including attacks involving blocking services / systems, and malware) (see:
European Commission 2013). Therefore, the following have been distinguished: common
cybercrimes, cybercrimes related to the content of information, and cybercrimes involving
the use of electronic communications networks to infringe goods protected by criminal law.
These breaches are particularly dangerous, as they can target critical infrastructures, with
dramatic consequences for the entire community.

Cybercrime is one of the fastest growing forms of crime in the world. Due to the
closeness of the term and the fact that legal norms are violated, the concept of “cyber-
deviation” is compared with cybercrime. Both terms can be juxtaposed due to the prefix
“cyber,” indicating the space where these acts are performed, and their word formation
basis can be compared. The concept of deviation is much broader and means a procedure
that is not necessarily a violation of legal norms. However, much deviant behavior is not
legally sanctioned (Giddens 2001/2004). In legal terms, deviation constitutes a breach of
(or deviation from) the applicable legal norm. Thus, the legal definition states that any
deviation from the law, an action inconsistent with the legal code, will be a deviation. The
concept of deviation in social terms is more difficult to define because such behavior does
not have to violate legal norms, but it violates social norms, i.e., accepted and acceptable
rules of behavior that reflect the values present in each culture (Sztompka 2002). It is worth
remembering that both legal and social norms change in time and space, which makes it
difficult to define them in general—universal terms, especially in isolation from the features
of place and time and from the normative criteria of a given community.

∗ ∗ ∗

The content presented so far allows us to present the content of the term “cyberdevia-
tion”. The analysis carried out shows that deviation is a natural stage in the development
of societies and social phenomena. Understanding deviation as a violation of the norms
prevailing within a given community forces us to reflect on whether the Internet can indi-
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cate generalized norms of social co-existence and identify a new type of community—the
virtual community. Considering the above problem on several levels, it is necessary to in-
dicate the heterogeneous nature of the existing standards, broken down by their content,
form and level of detail. In addition, the area of interpersonal relations that is shaped by
the use of the Internet is not of a homogeneous nature. Members of individual commu-
nities are grouped according to the community of interests and views, building mutual
relations, and performing transactions. Platforms where processes involving the above be-
came possible in the initial phase of Internet development after 1995 include various kinds
of forums and closed groups, for example, in User Network. The creation of Facebook in
2004, which as of September 2021 is actively used by 2.89 billion people throughout the
world (Statista 2021), as well as other social networks, allows these communities to con-
stantly develop and strengthen their mutual bonds. An important attribute of a community
created in cyberspace is its virtual character, geographically unlimited. However, the limi-
tation is a dependence on the technical infrastructure. The inclusion criteria are the result
of a consensus within the community. These criteria may just be a formal barrier related to
registration (e.g., Facebook, Twitter, Instagram), but also a contractual one related to certi-
fication for a new community member and meeting additional criteria related to knowledge
and interests (e.g., the Preppers community). Within each community, separate norms of
behavior are shaped, which are codified—for instance, in the form of regulations—or uni-
versal, where on axiological grounds, for example, the promotion of pedophilia or political
extremism is unacceptable. Violation of the standards will, in extreme cases, result in ex-
clusion from the virtual community.

Classification of Deviant Behavior in the Virtual Community

In an attempt at classification, the present study uses the semantic proximity of the
term cybercrime. Cybercrime, broadly understood, refers to a wide range of criminal
activities for which computers and information systems are the primary tool or the target of
criminal activity. Cybercrime includes traditional crimes (fraud, counterfeiting), content
crimes (distribution of pornographic content), as well as crimes typical of computers
and information systems (attacks on information systems) (see European Commission
2013; Viano 2017; Chandra & Snowe 2020). Cybercrimes are a separate category from
computer crime, which should be associated with online behavior consisting of direct
interference with both the data contained in the media and the computer itself where
it is stored (Simmons 2016). Cybercrime is a broader category than computer crime
because it can be committed using other tools. The act and purpose of the action are
also different. On the other hand, according to Michal Sowa, Internet crimes are those
in which network services (opportunities offered via the Internet) have enabled or at least
facilitated the perpetrator to carry out the intended criminal act or its individual stages. In
other words, we talk about online crime when, without the use of the Internet, it would
not be possible, or it would be much more difficult, to commit a specific act (2002).
The literature offers several suggestions for typologizing cybercrimes. In one of the first
documents relating to cybercrime—the Council of Europe Convention—a distinction was
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made between computer counterfeiting, computer fraud, crime related to the nature of
information contained in an IT system, and offenses related to infringement of copyright
and related rights. However, as indicated, these divisions are anachronistic and are not
applicable today in the face of technological progress.

Another more elaborate idea of classifying cybercrimes, one that generally covers the
issues, suggests that individual actions should be classified. Then the classification is made
in relation to the articles of the Penal Code. In the first place, the following cybercrimes
can be mentioned: breach of confidentiality, integrity and availability of data, or illegal
access to systems through hacking, wiretapping, fraud, espionage, sabotage, as well as all
crimes against information protection, all formalized in Poland in the Penal Code. These
crimes are defined and prosecuted mainly in articles 267–269 of the Penal Code, that is, the
so-called “hacking articles.” The second type in this classification is cybercrimes, where
the computer becomes a criminal tool. In this case, the diffusion of “traditional” crimes
into cyberspace is observed and empirically confirmed. On the other hand, the ICT device
connected to the network becomes a tool in the hands of the perpetrator. Committing this
type of crime is facilitated by technical capability. Examples include online auction fraud,
forgery, illegal invoice manipulation, or the use of credit cards. The third type of crime is
content-related cybercrime. These are the so-called content offenses, i.e., those related to
the content of the message. They include, but are not limited to, child pornography, offering
to commit a crime, or disseminating false information in virtual space, using a computer or
other electronic tool. Subsequently, messages containing xenophobic content or incitement
to racial hatred are mentioned as more serious acts. The last subcategory of content-related
cybercrimes involves the most serious transgressions such as sending criminal threats,
cyberstalking, and grooming of minors. They violate not only legal norms, but most of
all social norms. The last category consists of all other cybercrimes that have not been
previously categorized. The following are examples of this: acts related to the infringement
of copyright and other related rights. They are a type of crime that can only be committed
in the virtual space, but are also prosecuted by law, as well as condemned by the entire
Internet communities (Kosiński 2015; Jagiełło 2018).

Although the above typology seems to be complementary in terms of methodology and
arrangement of the issues, in practical terms, such an extensive one is not applicable. When
applying quantitative categories, it should be noted that most studies indicate a dichotomous
division of cybercrime types. This is also done by Interpol (International Criminal Police
Organization). According to the Interpol classification, cybercrime can be considered in
two aspects:

• vertical: crimes specific to cyberspace, such as hacking or computer sabotage;
• horizontal: crimes committed outside cyberspace but by using computer technology

(e.g., computer fraud, counterfeiting money, money laundering, etc.) (Bałazy 2018).
Another dual-aspect approach relates to computer crimes sine qua non. According to

H. Cornwall, there are four groups of such offenses. First, it is necessary to list those
that are impossible outside the computing environment, i.e., manipulations with data sets
or information hacking. The second group of crimes are those that are facilitated by
computers. This group includes, for example, fraud or information theft. The third group
is those committed with the passive participation of computers (e.g., fraud or causing
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damage to economic and private interests). The last type of crime in this approach is crimes
committed by professionals using computers. Here, an example may be phishing or sniffing
(Nowak 2010).

The above classifications of cybercrimes constitute an important source of knowledge
and are a starting point for further work that establishes individual behaviors as deviant.
Due to the wide spectrum of the observed phenomena, it is necessary for methodological
purposes to indicate the criteria for inclusion in each group. A constant variable that
remains unchanged for each type of cybercrime will be the instrument of the act, that is,
the computer or other device connected to the network. On the other hand, the type of act
committed by the perpetrator, as well as the purpose of his action, will change.

At the lowest level of the proposed continuum, there will be acts that are not prosecuted
in any way on a normative basis but that violate the norms adopted by Internet users—
that is, the norms of a given community. In other words, low-intensity acts tend to focus
primarily on social, rather than legal, norms. Therefore, these will be behaviors that
originate in the category of computer crimes and can only occur in cyberspace. An example
would be SQL injection. Other low intensity attacks also include those related to braking
system algorithms2 (Stokłosa et al. 2001). All activities in which the cybercriminal uses
cryptography should be classified within this category. The main motivation for acts of
low intensity in the social dimension is the particular interest of the deviant. He or she does
not receive financial benefits from it (or they are minimal). The act itself does not cause
significant physical changes and is related to the errors of the person responsible for the
security of the system.

One level higher in the adopted classification is medium intensity cybercrime. This
broadest category includes all acts penalized on a legal basis. The category of these acts
will be opened by all crimes against confidentiality, integrity, and availability of data. The
so-called hacking articles define the actions that are characteristic of this group of people
who operate in cyberspace. Crimes of medium intensity also include all crimes in which the
legally protected right to information protection has been violated. The provision contained
in Article 267 of the Penal Code, which reads as follows, is exhaustive for these acts:

§1. Whoever without authorization gains access to information not intended for him, by opening a closed letter,
connecting to the telecommunications network, or breaking or bypassing electronic, magnetic, IT or other special
protection thereof, shall be subject to a fine, the penalty of restriction of liberty, or the penalty of deprivation of
liberty for up to two years.
§2. The same punishment shall be imposed on anyone who, without authorization, gains access to all or part of
the IT system.
§3. The same punishment shall be imposed on anyone who, to obtain information to which he is not entitled, sets
up or uses a listening device, visual device, or other device or software (The Act of June 6, 1997. The Penal Code).

The behaviors described in the first paragraph concern hacking sensu stricto. The
following paragraphs refer to the phenomenon of hacking in a broad sense. Medium-
intensity cybercrimes are criminal activities carried out in virtual space, as they are all
standards that one can be convicted of breaking. To perform an act of medium intensity,
certain skills related to the fluent operation of computer systems are necessary. It is not

2 The basic algorithms include: Data Encryption Standard, Commercial Data Masking Facility, International
Data Encryption Algorithm.
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possible for someone who does not know the basics regarding the security of information
systems and the methodology of their operation to commit such an act.

However, in the social world, including cyberspace, there is another group of acts. In
order of classification, these will be acts of high intensity. They are a group of acts that
are also codified and violate legal norms but go beyond the so-called hacking code. Moral
relativism means that not all norms expressis verbis contained in hacking paragraphs are
unambiguously assessed by the entire society. Sometimes they are even accepted because
the system of norms adopted in the society allows them to be made. However, the group
of high-intensity cybercrimes is an act that is legally penalized outside hacking clauses
and is also not accepted in the entire community—in other words, it violates social norms.
They constitute a serious breach of the norms of behavior in the virtual community, and
it is most often Internet users who help prosecute their perpetrators. This is related to the
moral condemnation of acts involving extreme deviation. An example of such behavior is
the distribution of child pornography on the Internet, child grooming, or online stalking.
Of course, it is inaccurate to say that they are condemned by the entire community, but
they are condemned by the vast majority. Crimes related to the use of ICT networks and
systems, as well as new technologies and crimes committed with the use of computers and
ICT networks, constitute the final group of acts referred to as cybercrime.

Discussion and a Starting Point for Further Research

The article attempts to conceptualize the definition of social cyberdeviation, based on the
most popular and well-known research trends. Widely understood as a violation of norms
by an individual or group of people in cyberspace, it is an analytical category that requires
further explication based on social sciences, to which the above article is aimed. “Cyberde-
viation” will be used as a term to name and analyze a certain segment of social reality. The
etymological core, as well as the semantic proximity to the term cybercrime, make the term
a natural reference to negative social phenomena. Cybercriminals and cybercriminal net-
works are becoming more sophisticated; profit-oriented activities generate a great deal of
financial gain and are associated with relatively low risk. All this means that cybercrime
will continue to grow. Although in Poland this problem is statistically invisible (Krakowiak
2019), the global trend shows that it will continue to develop.

Deviation as a research category is useful in determining behaviors and phenomena in
social life, such as pathology and disorganization. Thanks to Florian Znaniecki, the concept
was extended without becoming evaluative (1934/2001). The definition of its content and
the regulation of its meaning in the above study is to serve as a starting point for further
research. Research on deviance distinguishes and analyzes various categories of behavior
and their perpetrators, as well as the state of social perception about these acts. The classic
interpretative approach focuses on explaining the reasons why an individual’s behavior
is considered to violate the norms. In research on cyberdeviation referring to classical
theories, one should take into account the different rules of functioning in the virtual
space, basic ontological variables, i.e. time and space. They force the need to redefine,
or rather adapt, theories known from physical reality to virtual space. Cyberspace creates,



EXPLICATION AND CLASSIFICATION OF SOCIAL DEVIATIONS ON THE INTERNET 243

and in some cases neutralizes, variables that are significant, sometimes even constitutive,
for individual orientations. For example, the Internet creates a sense of anonymity among
its users, which is additionally reinforced by the lack of physical space for interpersonal
contacts. As a result, the form, and degree of activity are not determined by the social
context. In such circumstances, it is difficult to obtain social control, and the possibility
of concealing one’s true identity gives psychological comfort and a sense of impunity.
Therefore, the study of the etiology of individual phenomena must take into account the
factors that naturally create and develop cyberspace.

The second stream of empirical research on the phenomenon of cyber-deviation is its
recognition in society and a sense of threat. The dominant research in this case will be
quantitative techniques. First, the researcher will identify behaviors that violate the norms
and then examine their impact on society. Second, it will be interesting to cognitively
compare the level of recognition of individual acts in the category of cybercrime, and the
knowledge and awareness of the public about them. Despite the rapid development of the
Internet as a medium, the public’s awareness of the threats facing everyone in cyberspace
is still insufficient and highly unsatisfactory. Violation of the norms of social co-existence
in cyberspace, although it is contested within the community, may cause misunderstanding
within the society.

The last element to be examined when characterizing the Internet as a source of
deviation is the paraphysical space in which users move. The resulting cyberspace makes
it possible to develop new forms, activities that are not observed in physical reality. The
Darknet—a network that is hidden and maximally anonymous—plays a special role in
generating deviation. Access to it is possible only with the use of appropriate specialized
browsers. The Darknet has developed forms of activity, such as classic online stores,
with an assortment that goes beyond the standard offered to ordinary users. The so-called
Darkmarkets, the most famous of which is the Silk Road founded by Rosa Ulbricht, offer
easy access to a range of services and products. There, it is possible to “order” a murder
or a beating anonymously without ever meeting the perpetrator, to purchase prohibited
substances or content that violates the law (Mazur 2016; Ormsby 2018/2019). The aspect
of anonymity seems to strengthen the feeling of impunity, and, from a psychological point
of view, it tempts and facilitates the violation of the norms of social co-existence.

Activities that are worth investigating in sociology have been identified above. We will
not see them outside the window on the street. Although research in the area of deviation
is still conducted and repeated in subsequent studies (see Anderson 2017; Gibbs 2017;
Deflem & Triplett 2018; Goode 2019), these efforts are directed only at the real world. The
virtual space for which the research field was indicated in the presented study is ignored.
Empirical research should be carried out using classical methods adapted to the new space,
with an established position in social sciences.

Conclusions

The aim of the work has been achieved. The defined framework of the analysis allowed for
the reconstruction of the concept of cyberdeviation, which led to the article. The author
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suggests this term to be understood broadly as: violation of norms by an individual or
a group of people in cyberspace. The proposed classification indicates the existence of
cyberdeviation with: (1) a low degree of intensity, which are not prosecuted in any way
on the normative basis but violate the norms adopted among Internet users; (2) medium
intensity, that is, behavior that is outright breaking the law; (3) a high degree of intensity,
that is, behavior that not only breaks the law, but is also morally and ethically reprehensible
enough to exclude the perpetrator from the social space. An important element that should
be taken into account when conducting research is the criminal law of a given country,
which, despite the global nature of the Internet, is a determinant of legal norms. In the case
of the presented article, the case of Poland was analyzed as the author’s country of origin.
Therefore, the scope of legal norms outlined in the work is not universal, and such norms
should always be considered in empirical work for the analyzed case. The issue of social
cyberdeviation should be the subject of research both in the area of one discipline and in an
interdisciplinary approach. An exclusively sociological perspective allows empiricists to
develop classical trends in empirical-analytical research. Classic methods and techniques
of measurement, well-established in the practice of social sciences, may be used in the
research. Due to the fact that research is conducted in cyberspace, due to the different
reality of the Internet world, it is required to modify and adapt it to technical conditions.
The interdisciplinary approach, which is the basis of the above study, allows to refer to the
achievements of psychology and law, broadening the perspective of conducted research.
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